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2. Access Control 

Overview 
Defines access control to all UAEU electronic information and systems.         

Scope 
Applies to all UAEU faculty members, staff members, students, third-party contractors, 
vendors, and any such entity, which is associated with UAEU Information/Information 
Systems and related processing facility and in anyway interacts with the Information Assets of 
UAEU. 

Objective 
Ensures that UAEU has controls in place to limit access to its associated electronic 
information. The controls assist in compliance with business, legal and security requirements 
where appropriate. 

Policy 
1. Compliance with UAEU’s Access Control Policy enables consistent resource controls 

throughout UAEU to minimize exposure to security breaches, while allowing systems 
administration and technical support staff to conduct their activities within a legitimate 
framework. 

2. Access, dissemination and authorization of information flow and business processes are 
controlled on the basis of business and security requirements. 

3. Access to UAEU information and data is restricted to authorized users only to prevent 
accidental or unintentional exposure or amendment to application software, information or 
data.  

  




