BYOD Problem and Solutions

Given the increasing number of devices, and the simplified IT operations and “Work-Your-
Way” experiences provided to faculty, staff and students, there are bound to be challeng-
es. IT no longer has physical control over the devices that connect to the enterprise net-

work. Therefore, strong policy management and enforcement is vital.

* Single Source of Policy for wired and wireless
 Fine-Grained Control

» Who: Known users (Faculty, Staff, Student)

» What: Device identity, device classification (profile), device
health (posture)

» How: Wired, Wireless

» Where: Location, department, SSID, Switch-port

» When: Data, Time, Start, Stop Access
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